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The Box Admin Console 
Powerful, elegant tools for every IT department 
 

Box understands that the security of your data goes well beyond 
encryption and physical datacenter security. To help you manage the flow 
of content across your business, we’ve built a simple, powerful toolset into 
the Box admin console that helps businesses of all sizes secure, manage 
and report on all of their employees and their content.  
 

Enterprise-grade security and control for your business 
At Box, we know that enterprise IT solutions demand sophisticated 
security, powerful admin controls and robust auditing functionality. We also 
know that for any collaboration tool to be successful, it needs to win over 
IT, security and end users. Box aims to bridge this divide with simple, 
powerful solutions for both groups. 

Box Business, Enterprise and Elite accounts come equipped with a 
comprehensive admin console that gives administrators complete control 
of their accounts. With rich customization and configuration options, Box 
admins can define and enforce security policies, integrate across their 
entire IT stack, manage users and groups, control corporate content, 
generate detailed audit reports and much more.  

 

 

 

 

 

 

 

 

 

 

 

 

 

With Box, you get advanced control over collaboration and file sharing that 
other tools like email and simple sync-and-share services lack. Plus, Box 
relieves you of many administrative chores, like managing servers and 
storage for files and collaboration. 

 

 

 

“Box’s security controls and 
the ability to manage folder 
access are key for us.”  
Brian Davis 
President, Net Generation 
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Content Manager: Find and manage content and users in Box 
Our enterprise customers often have the challenge of managing very 
complex deployments, with thousands of users and millions of documents. 
The content manager tab in the admin console gives admins a powerful 
set of tools for managing files and users across an organization. It's a 
powerful command center that gives quick insights into what's going on in 
your Box account, who is sharing content and with whom, and provides the 
functionality you need to find issues and take action instantly. 

 

Security Policies: Control what is stored in Box 
With the security policies tool in Box, admins can directly monitor, control 
and quarantine the upload of unwanted content into Box, as well as 
prevent against the loss of sensitive data. Admins can set policies to 
prevent the upload of confidential information like Social Security Numbers, 
credit card data, and even specific keywords. Notifications can also be 
triggered when content unexpectedly leaves Box, or when users from 
specific domains are added as collaborators to help prevent data loss. 

 

Automation: Connect content to core business processes 

Built on a powerful rules engine, the admin console's automation tools 
make content in Box more dynamic. As a Box customer, you can create 
simple rules for 
automating common 
processes like invoice 
approvals, collateral 
review and contract 
management. These 
automation rules make 
it simple to manage 
how data and content 
flows across an 
organization. 
 

 
Users and permissions: Create a secure sharing environment 
At Box, we do everything we can to help you extend your existing security 
policies to protect access to corporate content. Admins can modify their 
accounts’ security settings to meet corporate requirements and get the 
peace of mind that comes from knowing your business information is 
protected. Through the admin console, you can configure and control 
password policies, federate groups and identity with Active Directory or 
SSO, and manage default permissions for sharing. 
 

 
 
 
 

“Box provides valuable 
administrative features, 
which let us easily set 
granular permission controls 
across all our content and 
all our users.”  
Christopher High 
Sales and Marketing 
Development, Alere 
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Reporting: Get true security, visibility and control 
In a highly collaborative environment, your security teams needs a set of 
reporting and monitoring tools to ensure the integrity and availability of 
your organization's most sensitive content. Through the out-of-the-box 
reporting and analytics capabilities of the Box admin console, your team 
gets perfect visibility and deep intelligence over all the content, users, 
devices and activity across your account. Every user and admin action, 
including changes to security settings, is logged and available through the 
reports. Plus, with the Box reporting API, your business can integrate up-
to-the-minute information about what's happening with your content into a 
BI or SIEM tool like Splunk or GoodData. 
 
 

Devices and connections: Simple, secure mobile management 
One of the key advantages cloud collaboration provides your business is 
access to secure mobile collaboration for your employees. As an admin, 
your responsibility is now to protect and manage the flow of content 
between employees, customers and partners -- via an ever-expanding 
catalog of mobile devices. With features like device pinning, mobile 
passcode locks, and the ability to directly control offline storage of content 
on mobile devices, you get the best of both words. Accessiblity for your 
teams, enterprise-grade security and mobile management for you. 
 

 
 
 
For specifications and user guides, check out our support site at  
success.box.com  

   

 


